
Spokane County
EMS & Trauma Care Council

808 W. Spokane Falls Blvd

Spokane, WA 99201

O:  509-625-6290

C:  509-939-0394

F:  509-625-6980

email:  ems@spokanecounty.org  

Pyramid Surveillance System Security Agreement

The following policy governs the use of the above referenced access privileges and electronic information stored and transmitted via the INHS/IRM network or connected devices and does not cover other information, which is the responsibility of hospitals, providers or other associates.

I (undersigned) do hereby agree to comply with the following policy while exercising access privileges granted to me for accessing Pyramid Surveillance System  

I agree that I will:

1. At all times maintain the confidentiality of all electronic patient health information that I come in contact with.
2. Not reveal any electronic information that is proprietary or business confidential/ organizational to any third-party without express written authorization from the Spokane County EMS & Trauma Care Council.  

3. Not attempt to access any electronic information to which I have not been granted access authorization, including but not limited to application modules, programs, or patient health information.
4. Utilize this access only for business related purposes necessary to performance of my job.
5. Ensure the confidentiality, integrity and security of all accesses of the Pyramid Surveillance System made by me (remote or otherwise) by not allowing unauthorized persons to utilize business related computer equipment under my control or to otherwise access or view my computer sessions. 

6. Not allow others the use of my password or other access privileges and will not attempt to use the password or access privileges of another,

7. Use and keep my password and all other electronic access information (including IP addresses or any other type of authorization code I’m given) in strictest confidence and report to Spokane County EMS if I suspect that my password or any other individual’s password has been compromised in any manner,

8. Change my password or request a new password if I suspect mine has been compromised in any manner,

9. Not use a password that contains a name, a pet’s name, any real word or repetitive/consecutive string of characters (too easily guessed) and will use only randomly 
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Selected passwords (please contact the Spokane County EMS & Trauma Care Council if assistance is desired with setting a password).
10. EXIT-Log Out completely when leaving any viewing device unattended,

11. Immediately report any known or suspected security violations to the Spokane County EMS & Trauma Care Council.

Further, I understand that a breach of these policies constitutes grounds for disciplinary or other such actions as may be appropriate including but not limited to termination of my access to the Pyramid Surveillance System.  Also, a breach of this policy may initiate other actions in accordance with specific policies of the respective hospital group(s) associated with the Pyramid Surveillance System.

Additionally, I acknowledge that my computer activity may be logged and/or monitored by Pyramid Surveillance System for security or other purposes and therefore cannot be considered personal, private or confidential to me.  Resulting activity reports may be shared with your employer, law enforcement or other authorities and be the grounds for such actions as may be appropriate. 

___________________________________________






Signature
Date

Name  (Please Print First, Middle Initial, Last)
Title

Medical Practice and/or Agency
e-mail address












Phone #1




Phone #2






Username: 

  
  
  
  
  
    (Letters, numbers, symbols OK)

Password:  

  
  
  
  
  
    (Letters, numbers, symbols OK)
Date entered:

  
  
  
  
  


Entered by:

  
  
  
  
  

#####
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